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1. Exercise appropriate due diligence in se-
lecting its service providers;

2. Require its service providers by contract
to implement appropriate measures designed
to meet the objectives of these Guidelines;
and

3. Where indicated by the bank’s risk as-
sessment, monitor its service providers to
confirm that they have satisfied their obli-
gations as required by paragraph D.2. As part
of this monitoring, a bank should review au-
dits, summaries of test results, or other
equivalent evaluations of its service pro-
viders.

E. Adjust the Program. Each bank shall
monitor, evaluate, and adjust, as appro-
priate, the information security program in
light of any relevant changes in technology,
the sensitivity of its customer information,
internal or external threats to information,
and the bank’s own changing business ar-
rangements, such as mergers and acquisi-
tions, alliances and joint ventures,
outsourcing arrangements, and changes to
customer information systems.

F. Report to the Board. Each bank shall re-
port to its board or an appropriate com-
mittee of the board at least annually. This
report should describe the overall status of
the information security program and the
bank’s compliance with these Guidelines.
The report, which will vary depending upon
the complexity of each bank’s program
should discuss material matters related to
its program, addressing issues such as: risk
assessment; risk management and control
decisions; service provider arrangements; re-
sults of testing; security breaches or viola-
tions, and management’s responses; and rec-
ommendations for changes in the informa-
tion security program.

G. Implement the Standards. 1. Effective date.
Each bank must implement an information
security program pursuant to these Guide-
lines by July 1, 2001.

2. Two-year grandfathering of agreements
with service providers. Until July 1, 2003, a
contract that a bank has entered into with a
service provider to perform services for it or
functions on its behalf, satisfies the provi-
sions of paragraph 111.D., even if the contract
does not include a requirement that the
servicer maintain the security and confiden-
tiality of customer information as long as
the bank entered into the contract on or be-
fore March 5, 2001.

[66 FR 8638, Feb. 1, 2001]

PART 365—REAL ESTATE LENDING
STANDARDS

Sec.
365.1 Purpose and scope.
365.2 Real estate lending standards.

12 CFR Ch. lll (1-1-04 Edition)

APPENDIX A TO PART 365—INTERAGENCY
GUIDELINES FOR REAL ESTATE LENDING
PoOLICIES

AUTHORITY: 12 U.S.C. 1828(0).

SOURCE: 57 FR 62896, 62900, Dec. 31, 1992, un-
less otherwise noted.

§365.1 Purpose and scope.

This part, issued pursuant to section
304 of the Federal Deposit Insurance
Corporation Improvement Act of 1991,
12 U.S.C. 1828(0), prescribes standards
for real estate lending to be used by in-
sured state nonmember banks (includ-
ing state-licensed insured branches of
foreign banks) in adopting internal real
estate lending policies.

§365.2 Real estate lending standards.

(a) Each insured state nonmember
bank shall adopt and maintain written
policies that establish appropriate lim-
its and standards for extensions of
credit that are secured by liens on or
interests in real estate, or that are
made for the purpose of financing per-
manent improvements to real estate.

(b)(1) Real estate lending policies
adopted pursuant to this section must:

(i) Be consistent with safe and sound
banking practices;

(ii) Be appropriate to the size of the
institution and the nature and scope of
its operations; and

(iii) Be reviewed and approved by the
bank’s board of directors at least annu-
ally.

(2) The lending policies must estab-
lish:

(i) Loan portfolio diversification
standards;

(ii) Prudent underwriting standards,
including loan-to-value limits, that are
clear and measurable;

(iii) Loan administration procedures
for the bank’s real estate portfolio; and

(iv) Documentation, approval, and re-
porting requirements to monitor com-
pliance with the bank’s real estate
lending policies.

(c) Each insured state nonmember
bank must monitor conditions in the
real estate market in its lending area
to ensure that its real estate lending
policies continue to be appropriate for
current market conditions.

(d) The real estate lending policies
adopted pursuant to this section should
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reflect consideration of the Inter-
agency Guidelines for Real Estate
Lending Policies established by the
Federal bank and thrift supervisory
agencies.

APPENDIX A TO PART 365—INTERAGENCY
GUIDELINES FOR REAL ESTATE
LENDING POLICIES

The agencies’ regulations require that each
insured depository institution adopt and
maintain a written policy that establishes
appropriate limits and standards for all ex-
tensions of credit that are secured by liens
on or interests in real estate or made for the
purpose of financing the construction of a
building or other improvements.> These
guidelines are intended to assist institutions
in the formulation and maintenance of a real
estate lending policy that is appropriate to
the size of the institution and the nature and
scope of its individual operations, as well as
satisfies the requirements of the regulation.

Each institution’s policies must be com-
prehensive, and consistent with safe and
sound lending practices, and must ensure
that the institution operates within limits
and according to standards that are reviewed
and approved at least annually by the board
of directors. Real estate lending is an inte-
gral part of many institutions’ business
plans and, when undertaken in a prudent
manner, will not be subject to examiner crit-
icism.

LOAN PORTFOLIO MANAGEMENT
CONSIDERATIONS

The lending policy should contain a gen-
eral outline of the scope and distribution of
the institution’s credit facilities and the
manner in which real estate loans are made,
serviced, and collected. In particular, the in-
stitution’s policies on real estate lending
should:

e Identify the geographic areas in which
the institution will consider lending.

e Establish a loan portfolio diversification
policy and set limits for real estate loans by
type and geographic market (e.g., limits on
higher risk loans).

¢ Identify appropriate terms and conditions
by type of real estate loan.

e Establish loan origination and approval
procedures, both generally and by size and
type of loan.

e Establish prudent underwriting standards
that are clear and measurable, including
loan-to-value limits, that are consistent
with these supervisory guidelines.

5The agencies have adopted a uniform rule
on real estate lending. See 12 CFR part 365
(FDIC); 12 CFR part 208, subpart C (FRB); 12
CFR part 34, subpart D (OCC); and 12 CFR
563.100-101 (OTS).
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e Establish review and approval procedures
for exception loans, including loans with
loan-to-value percentages in excess of super-
visory limits.

e Establish loan administration proce-
dures, including documentation, disburse-
ment, collateral inspection, collection, and
loan review.

e Establish real estate appraisal and eval-
uation programs.

e Require that management monitor the
loan portfolio and provide timely and ade-
quate reports to the board of directors.

The institution should consider both inter-
nal and external factors in the formulation
of its loan policies and strategic plan. Fac-
tors that should be considered include:

¢ The size and financial condition of the in-
stitution.

e The expertise and size of the lending
staff.

e The need to avoid undue concentrations
of risk.

e Compliance with all real estate related
laws and regulations, including the Commu-
nity Reinvestment Act, anti-discrimination
laws, and for savings associations, the Quali-
fied Thrift Lender test.

e Market conditions.

The institution should monitor conditions
in the real estate markets in its lending area
so that it can react quickly to changes in
market conditions that are relevant to its
lending decisions. Market supply and de-
mand factors that should be considered in-
clude:

e Demographic indicators, including popu-
lation and employment trends.

e Zoning requirements.

e Current and projected vacancy, construc-
tion, and absorption rates.

e Current and projected lease terms, rental
rates, and sales prices, including conces-
sions.

e Current and projected operating expenses
for different types of projects.

e Economic indicators, including trends
and diversification of the lending area.

¢ Valuation trends, including discount and
direct capitalization rates.

UNDERWRITING STANDARDS

Prudently underwritten real estate loans
should reflect all relevant credit factors, in-
cluding:

e The capacity of the borrower, or income
from the underlying property, to adequately
service the debt.

e The value of the mortgaged property.

e The overall creditworthiness of the bor-
rower.

e The level of equity invested in the prop-
erty.

e Any secondary sources of repayment.
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